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I Logistical Things

e Nothing! Check Piazza for new announcements!



“> Review Questions Answers in the next slide!

Q1: Given the following request string:
char request[] = “GET /add?s=goodbye HTTP/1.1\r\nHost: localhost:2900\r\n”";

Write code that extracts “goodbye” into a variable called value. Use any functions you want, but
also refer to sscanf and strstr from the handout if needed!

Q2: Given the following request string
char request[] = “GET /add-number?n=367 HTTP/1.71\r\nHost: localhost:2900\r\n";
Write code that extracts the number 367 into an int variable called n

Q3: Our HTTP server gives an int client value to the handler. What is that value used for?



“2 Review Question Answers

Q1:

e char value[256];
e value = strstr(request, “s="); strtok(.....

or

e char value[256];
e sscanf(request, “GET /add?s=%s”, value);

e 1int n;
e sscanf(request, “GET /add-number?=%d", &n);



“2 Review Question Answers

Q3: It is a file descriptor for a socket connected back to client.

We use it with write. write(client, data, 1len)



“> RQ Follow-up: What is a socket?

A socket is an abstraction for a connection to another computer or process. It's like
a process |D for the network

e intclientis like a file descriptor for a socket
o Inthe OS, a file descriptor is a thing you can send and receive bytes to/from



Side Note: The write function

write(client, buffer, len)

e [f you put
o client =1, you can send bytes to stdout (print out to your terminal)
o client =2, you can send bytes to stderr



Questions

e Are ports places you can put sockets?
o Ports are more public than sockets
o For example, there is one port for YouTube (port 443) and we all connect to that one port
o When there’s a new connection to the port, a new socket is created for that computer

e What is the difference between a port and a socket?
o Aportis something that is externally accessible, the socket is the specific connection between
you and the server.

o ie when we all did the chat server in lab together, we (the clients) all used port 8250 (or
otherwise all the same) whereas each client had its own socket.



start_server



The code in start_server

Inside start_server

// http-server.c /

typedef void (*RequestHandler) (char *, int);
void start_server (RequestHandler handler, int port) {

char buffer [2048];

. set up on the given port ...

Making the type
(char*,int) into one
thing called
*RequestHandler

An equivalent function header without the typedef
would be
void start_server(void(*handler)(char*, int), int port){

Fake pseudocode

while (1) {
// not the real system call names
int client = accept_connection_from_internet () ; <@
read_from_internet (buffer, client); <=
buffer [bytes] = '\0';

(*handler) (buffer, client);
close(client);

// string-server.c
void handle(char *request, int client) { /* all of PA5 */ }

int main() { start_server (&handle, 2900); }

functions



Let’s try writing this in Java

Ipeded  RequesrWadlec = void @ (derk, k)

Inside start_server

// http-server.c

typedef void (*RequestHandler) (char *, int);

void start_server (RequestHandler handler, int port) {
p—

3

char buffer [2048];
. set up on the given port ...

while (1) {
// not the real system call names
int client accept_connection_from_internet();
bﬂkﬁ: read_from_internet (buffer, client);
buffer [bytes] = '\0'; . & 3i
(*handler) (buffer, client); <&— Iris CQ}RS Our Code

close(client);
Yoor VAT coae

10y

+
}

3

—C\OLS

AL stringjééruer.c
void handle(char #*request, int client) { /* all of PA5 */ }

2900); }

int main() { start_server (&handle,

Pl las& %Q(’\/c ( %

‘\M&(Qaca Rﬂqu@% Wandlec E

vovd handle (el Seq 1a% c\im#\ ()

(Rﬂqu‘aﬁ \adle W\M\R@f/
k- Yor %’\ <L

bHokler / c\it«\’\ /

Sk Vo & ek _Secwec

e 7
henrdler. haadle (

—_—

3 S

S PR Poadter imghements Request-Handlee §
Noid hundle (el ceq inr clieat) £ 3




Why not use Java?

While we could write this part of our program in C, we want the functionality of
http-server.c to be in a low level language like C for efficiency/speed.

Java is nicer to use was the consensus reached in lecture



Continuing Building our Server



Here is our goal

Everytime the URL is accessed (with the proper formatting of /add?s=) we want
to append that string onto a list of strings included before.

Program 4: Keeping state across requests
Goal is to have this kind of behavior:

$ curl "localhost:2900/add?s=hello"
hello

$ curl "localhost:2900/add?s=world"
hello

world

$ curl "localhost:2900/add?s=goodbye"
hello

world

goodbye




The Issue to Address

e \We expect web servers to run forever

e Data that persists between requests can't live on the stack, it needs to be in
global variables or on the heap

e \We need to be able to use a little bit of stack space and also store some data
long term

e How can we do that?



Let’s try implementing add_string

The goal of the function is to populate the char* array: strings. Think about
how we might complete this method.

12 #define MAX STRINGS 100 32 void handle(char *request, int client) {
i 33 char path[256];
13 34 sscanf (request, "GET %s", path);
14 char *strings[MAX_STRINGS]; 35
15 int num strings = 0; 36 if (strncmp(path, "/add", 4) == 0) {
- 37 char *query_start = strstr(path, "7s=");
16 38 if (query_start) {
17 void add_string(char xs) { 39 char *string_start = query_start + 3;
: : = 3 40 add_string(string_start);
18 if (num_strings >= MAX_STRINGS) { return; } o nmmpomd i 1iaileTiomt)
42 } else {
43 send_404(client, "Missing ?s= parameter");
44 ¥
45 } else {
46 send_404(client, "Unknown path");
47 i
21 num_strings++; 48 }
22 } - S—
23 50 int main() { start_server (&handle, 2900); }




Would this add_string implementation work?

What if add_string just stores the pointer?

void add_string(char *s) {
strings [num_strings] = s;
num_strings++;

Hint on next slide!



Would this add_string implementation work?

) ) ) 32 void handle(char *request, int client) {
What if add_string just stores the pointer? 33 char path[256];
void add_string(char *s) { 34 sscanf (request, "GET %s", path);
strings [num_strings] = s; 35
num_strings++; 36 if (strncmp(path, "/add", 4) == 0) {
T 37 char *query_start = strstr(path, "7s=");
38 if (query_start) {
39 char *string_start = query_start + 3;
What local variable does s in 40 add_string(string_start);
. . . 41 respond_with_list(client);
add_string point to in the 42 3 whiiger A
Code tO the rlght’) 43 send_404(client, "Missing 7s= parameter");
44 ¥
45 } else {
46 send_404(client, "Unknown path");
47 }
48 }
49
50 int main() { start_server (&handle, 2900); }




Would this add_string implementation work?

What if add_string just stores the pointer?

void add_string(char *s) {
strings[num_strings] = s;
num_strings++;

1

e This would NOT work.

e The pointer of the variable s is pointing to an address inside of the path
variable

e handle likely overwrites path on each call, which would change what s is




Let’s try implementing add_string

With that in mind, how would you fill in add_string so as to avoid the problem of
s being a pointer to a variable on the stack?

12 #define MAX STRINGS 100 32 void handle(char *request, int client) {
i 33 char path[256];
13 34 sscanf (request, "GET %s", path);
14 char *strings[MAX_STRINGS]; 35
15 int num strings = 0; 36 if (strncmp(path, "/add", 4) == 0) {
- 37 char *query_start = strstr(path, "7s=");
16 38 if (query_start) {
17 void add_string(char xs) { 39 char *string_start = query_start + 3;
: : = 3 40 add_string(string_start);
18 if (num_strings >= MAX_STRINGS) { return; } o nmmpomd i 1iaileTiomt)
42 } else {
43 send_404(client, "Missing ?s= parameter");
44 ¥
45 } else {
46 send_404(client, "Unknown path");
47 i
21 num_strings++; 48 }
22 } - S—
23 50 int main() { start_server (&handle, 2900); }




A correct implementation of add_string

17 void add_string(char x*s) {
18 if (num_strings >= MAX_STRINGS) { return; }
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21 num_strings++;
22 }

We are storing malloc’d data in a global variable, which is kind of risky. We would
have to worry about use-after-free issues



Let’s write repsond_with_1list

We are sending back a newline-separated list of strings to the client.
Fill in the function. (solution on next slide)

24 void respond_with_list(int client) {

25 write(client, HTTP_200, strlen(HTTP_200));
26 for (int i = 0; i < num_strings; i++) {

28 writefeldent ., "xa", 1):;

29 }

30 }



Let’s write repsond_with_1list

We are sending back a newline-separated list of strings to the client

24 void respond_with_list(int client) {

25 write(client, HTTP _200, strlen(HTTP_200));
26 for (int i = 0; i < num_strings; i++) A
ch\‘((/;( ,en.ﬁv %’rw\s\j’x %kr\Ux(%eWs ?,L}B\
28 write(client, "\n" 1);
29 +

30 %}



The Internet



How does the Internet work? (Picture on next slide)

1 We curl from our computer, try to connect to ieng6-201

2 A signal is sent over to the WiFi receivers, which has a wire connecting to a
router in the building (a router is a fancy server)

3 The router has a cable going to a big rack of computers in a central campus
server

4 The big rack of computer has a cable going to Warren College (School of
Engineering) where the ieng6-201, ieng6-202, ieng6-203 servers exist

5 lengb sends a response back through the same route it took
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Questions

e \What about sshing off-campus

Some of the wires in the central campus goes to the public internet
The wire goes to the correct server

These are usually fiber optic cables

Goes across the country, underwater, etc.

e Does this have to be UCSD-PROTECTED or UCSD-GUEST

o The WiFi receivers accept both protected and guest. That info is sent over

e Why are there 6 wifi receivers in one room
o  Wifi signals are not targeted and there's a lot of signals going on in a room
o Itis addressing the density of the devices in a room to sort out the signals
e Is it similar to how cellular data works

o Yes, the 5G radio signal in your phone is stronger than your computer sending a signal to the
wifi and it sent over to a cell tower
o That’s also why your cell provider knows where you are at all times

o O O O



Questions

e How does a VPN work?
o VPN - Virtual Private Network
o Instead of your computer makes a connection to where you want to, your computer makes a
connections to a VPN
o The response body to the VPN asks it to make a connection
o The requests are to the servers in different places and then the stuff goes back

e How do websites detect you are using a VPN
o There is a timing difference between a London computer connecting to a server in London and
a California computer connecting to a server in London



Joe’s

Notes (11am)

Review Questions

1. Given the following request string:

char request[] = "GET /add?s=goodbye HTTP/1i.1\r\mHost: localhost:2900\r\n";

char sac[zse])

. " .
sscand (faoest, " GET, /asd2sc%s” s

2. Given the following request string:

char request[] = "GET /add-number?n=367 HTTP/1.1\r\nHost: localhost:2900\r\n";
Write code that extracts the number 367 into an int variable called n.
ko §
N ? YT i
escond (cequest, " GET fadd-nomber Tz %07, EZDY

3. Our http server gives an int client value to the handler. What is that value used for?

This o B deseipnr for  a Sockel  commecded bude Yo clieak
Ve wse  with udte m\m(a\am/ date, (en))

Write code that extracts "goodbye" into a variable called value. Use any functions you want, but also refer to sscanf and strstr from the handout if needed!

Tredel  ReguesrVndlec = void @\(CW*/}A\-\

Inside start_server

904

// http-server.c

typedef void (*RequestHandler) (char *, int);

void start_server (RequestHandler handler, int port) {
——

char buffer [2048];
... set up on the given port

while (1) {
// not the real system call names
int client = accept_connection_from_internet();
\w{l{b ~ read_from_internet (buffer, client);
buffer [bytes] = '\0';
(*handler) (buffer, client);
close(client);

3 Yoor VAL cose

e ¥nis ealls “pur” code

Ve stringj;eruer.c
void handle(char *request, int client) { /* all of PA5 */ }

int main() { start_server (&handle, 2900); }
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Joe’s Notes (1

1am)

Program 4: Keeping state across requests

. b o 4 char *HTTP_200 = "HTTP/1.1 200 OK\r\nContent-Type: text/plain\r\n\r\n";
Gal'is o haverthis kindiof bishavior: 5 char *HTTP_404 = "HTTP/1.1 404 Not Found\r\nContent-Type: text/plain\r\n\r\n";
$ curl "localhost:2900/add?s=hello" 6
hello 7 void send_404(int client, char *message) {
$ curl "localhost:2900/add?s=world" 8 write(client, HTTP_404, strlen(HTTP_404));
H&116; 9 vrite(client, message, strlen(message));
world 10y
$ curl "localhost:2900/add?s=goodbye" 1
hello 12 #define MAX_STRINGS 100
world 13
goodbye 14 char *strings [MAX_STRINGS];

15 int num_strings = 0;
16
A server runs forever. Data that persists between requests can’t live 17 void add_string(char *s) {
on the stack — it needs to be in global variables or on the heap. 18 if (num_strings >= MAX_STRINGS) { return; }
s Az malloc " + !
What if add_string just stores the pointer? /’> Cg\»( * S( o N (3\1—__#_\& (g\ L\ J
= = c SN y
void add_string(char *s) { | /// ™y IRy
strings [num_strings] = s; SH(2ngS [l\dn _SNMXQ = sS4
num_strings++; 21 num_strings¥+; /
b 22 }
23
G /) 24 void respond_with_list(int client) {
\\ > \ e Y . % 25 write(client, HTTP_200, strlen(HTTP_200));
U Nl evaly § '\7@\/\\‘ ) ) 2 for (imt i = 0; i < num_strings; i++) {
u;(ke_[c\}emf\'( %‘rr}/\asiir& ) %»\-r\C/\(%N;/X;ZL—BS)V/
U\fikiv a c,\C\F eSS i 28 write(client, "\n", 1);
b 29
- : 130}
N
| ol Tosi] 2
Some S e\ Ogﬁe% mlw') P 32 void handle(char *request, int client) {
33 char path[256];
) ; 34 sscanf (request, "GET %s", path); . gt &
\\\q\x] ovecurides ov eack call 35 ~Acopies 1nko pedha
36 if (strncmp(path, "/add", 4) == 0) {
37 char *query_start = strstr(path, "?s=");
<
Yo haadle (Qo:m‘ru tnto ﬁ\,'ag\pB 38 if (query_start) {
39 char *string_start = query_start + 3;
40 add_string(string_start);
41 respond_with_list(client);
42 } else {
43 send_404(client, "Missing 7s= parameter");
44 }
45 } else {
16 send_404 (client, "Unknown path");
47 bs
48 }
49

50 int main() { start_server(&handle, 2900); }




Review Questions

1. Given the following request string:

char request[] = "GET /add?s=goodbye HTTP/1.1\r\nHost: localhost:2900\r\n";

Write code that extracts "goodbye” into a variable called value. Use any functions you want, but also refer to sscant and strstr from the handout if needed!
S resnr ((Cequest ") cher s fesel)

) . ~ thole 1 sscand (qagery, Ger /aals s %s )
O e S O e S - p I I I 2. Given the following request string:

char request[] = "GET /add-number?n=367 HTTP/1.1\r\nHost: localhost:2900\r\n";

Write code that extracts the number 367 into an int variable called n.
ink
s scan® (requesh, S GET, Jads-auber?n=% A" &n)
3. Our http server gives an int client value to the handler. What is that value used for?
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... set up on the given port ...

while(1) { i .
// not the real system call names h ‘ZO\/\CHL(\O‘J-Q(;C(/ C“U\'\'S
int client = accspt_connection_from_internet(); : /
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// str‘iﬂg—ser‘uer.c
void handle(char *request, int client) { /* all of PA5 */ }

3 .
C\&.SS Main Z « )
 rrSerse. shmck Secrec (new St Sere (Y 29000

N
int main() { start_server(&handle, 2900); }

b}
Reference: sscanf HTTP Request and Response




Joe’s Notes (12:30pm)

L. U\°\ .
@ @ © le(\ﬁé \ hrm‘g
\\ / Zama«gk
f //4 %// ﬁ
| 7

CC mc@







