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2 Review Questions & Answers (Logistics €7)

Q1: What room + time is your week 10 exam?

Lab you are enrolled in

Q2: What days are available for make-up exams?

Mon (12-4pm) Wed (10am-4pm)

Q3: How many make-up sessions can you schedule? 1

How many exams can you attempt? Up to 3



Logistics Q&A

e How many exams in the 1 session?

o O O O

You can take all three exams in the 1 session

It is 2 hours, so be sure to budget your time properly
It will have 3 sections, exam 1, 2, and 3

You do not have to do all 3 sections



HTTP servers!



Parts of a URL (Uniform Resource Locator)

e https - the protocol

o Aset of rules when communicating with a computer over networks

e Domain - who owns it
o GitHub owns/controls the computer that sends over information

e Path - which specific resource the user wants from the computer

:/lucsd-cse29.github.io/wi26



The curl command

e Stands for cat URL

e Will make a request and get information from a URL
e Just like going to a URL in your browser, but this is in the terminal

joe@rooibos ~> curl https://ucsd-cse29.github.io/wi26/}}

® 0O vimsherxt ~

1 J!DOCTYPE HTML>
2 <html lang="en" class="sidebar-visible no-js light">

3 <head>

4 <!-- Book generated using mdBook -->

5 <meta charset="UTF-8">

6 <title>Systems Programming &amp; Software Tools - UCSD C
7 <!-- Custom HTML head -->

8 <meta content="text/html; charset=utf-8" http-equiv="Con
9 <meta name="description" content="">
10 <meta name="viewport" content="width=device-width, initi
11 <meta name="theme-color" content="#ffffff" />
12
13 <link rel="icon" href="favicon.svg">
14 <link rel="shortcut icon" href="favicon.png">
15 <link rel="stylesheet" href="css/variables.css">
16 <link rel="stylesheet" href="css/general.css">
17 <link rel="stylesheet" href="css/chrome.css">
18 <link rel="stylesheet" href="css/print.css" media="print
19 <!-- Fonts -->

cur ling our course website gives you the HTML code that makes up the website!



Q: How does GitHub know to give me this HTML?

JAIAS

(base) ~ curl https: //ucsd cse29 glthub io/wi26/ —-o website.txt
% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 51944 100 51944 0 @ 252k 0 —i—t— —i——1—— ——i——:1— 253k

(base) ~ cat website.txt | head -n 20
<IDOCTYPE HTML>
<html lang="en" class="sidebar-visible no-js light">

PN A: GitHub has some code on

<!-— Book generated using mdBook -—>

<meta charset="UTF-8"> . . .
<title>Systems Programming &amp; Software Tools — UCSD CSE29 Winter 2026</title> thelr Server that IS runnlng

<!—— Custom HTML head ——>

<meta content="te)ft/htm1; charset=utf-8" http-equiv="Content-Type"> When Joe SendS thlS req uest

<meta name="description" content="">

<meta name="viewport" content="width=device-width, initial-scale=1">

<meta name="theme-color" content="#ffffff" /> for the Websrte, GltHUb,S

<link rel="icon" href="favicon.svg"> H
<link rel="shortcut icon" href="favicon.png"> Com pUterS retU rnS thlS HTML
<link rel="stylesheet" href="css/variables.css">

<link rel="stylesheet" href="css/general.css">
<link rel="stylesheet" href="css/chrome.css">

:}EEszsiz"fleesheet" href="css/print.css" media="print"> Let,s try Writing this
server-side code!

<link rel="stylesheet" href="FontAwesome/css/font-awesome.css">



Server Example



Let's see a server in action!

Lets run string-server4 (from our handout). This is our final product!

o0 e -
[9politz@iengb-26 93-03-server:510% 1s 10-@rooibos
claude-transcript.txt interactionl.txt lecture.pdf string-serverl.c hello
client-outputl.txt interaction2.txt lecture.tex string-server2 10e@rooibos
client-output2. txt interaction3.txt server-outputl.txt string-server2.c hello
client-output3. txt interactiond.txt server-output2.txt string servers morestuff
client-outputd.txt lecture.aux server-output3.txt string-server3.c J0c@rooibos
http-server.c lecture.log server-outputd.txt string-serverd hello
http-server.h lecture.out string-serverl string-serverd.c morestuff
[jpolitz@ieng6-201]:03-03-server:511% ./string-serverd joe:hi!
Server started on port 2900 joe@rooibos

}

The terminal running our server

l

~> curl “http://ieng6-201.ucsd.edu:2980/add?s=hello"

~> curl “http://ieng6-201.ucsd.edu:2900/add?s=morestuff"

~> curl "http://ieng6-201.ucsd.edu:2900/add?s=joe:hi!"

~>.

A new terminal to access the URL

We get port 2900, and now we can send requests to it (adding words to a list)



Accessing the Server

o0 e -

joe@rooibos ~> curl "http://ieng6-201.ucsd.edu:2900/add?s=hello"
hello

joe@rooibos ~> curl “"http://ieng6-201.ucsd.edu:2900/add?s=morestuff"”
hello

morestuf £

joe@rooibos ~> curl “http://ieng6-201.ucsd.edu:2900/add?s=joe:hi!"
hello

morestuff

joe:hi!

‘oc@rooibos ~> |j

Anyone on UCSD-PROTECTED can access this, as long as the server is
running, and receive any string added by anyone calling the server



We can see it on the browser as well!

These are normal real web requests happening. This is us on Google Chrome

O B O gt 201 ucsd adx 2900 X +

€« » C A NotSecure  l9ng6- 201, ucsd. odu:2000/add 7safrom -Chrome

hello
morestuff
joe:hi!
from-chrome



Shutting Down the Server

We can hit Ctrl+C to stop the string-server4 server from running

:03-03-server:510% 1s
.txt interactionl.txt lecture.pdf
client-outputtxt interaction2.txt lecture.tex

client-outpuf2. interaction3.txt server-outputl.txt
client-outpit3. txt interactiond.txt server-output2.txt
client-o : lecture.aux server-output3.txt
http-segler.c lecture.log server- output4 txt

http- lecture out string-se

[jpolitz@ieng6-2011:03-03-server:512$ []

string- serverl c

string serverz ¢
string-sery

string- scrver3 c

string

string- server4 c

&

® O ngt-201ucrdede x 4

C O eng6-201.0c8d.0du:2000/add 75 2103l Web- r0quests

This site can't be reached

ieng6-201.ucsd.edu refused to connect.

Try:
« Checking the connection
« Checking the proxy and the firewall

ERR_CONNECTION_REFUSED

@

-1

o @



The Networking Process

LN~

Joe types curl “https://ieng6-201.ucsd.edu:2900/add?helloimjoe”
Joe’s computer sends this request over to the nearest WiFi router

The request goes to a central campus router

Central campus router checks if the computer is on campus
(UCSD-PROTECTED) since Joe is trying to access ieng6

Central campus router sends response all the way back to Joe’s computer

In CSE 29, we will be wiring the code that listens for requests and sends

responses back
o Take CSE 123 and 124 for more networking fun!



Creating a Server



Let's look at the handout

From http-server.c/h

void start_server(void(xhandler) (char*, int), int port);

Starts an HTTP server on the given port. Runs forever (until Ctrl-C), calling
handler once per incoming request.

port: the port number to listen on (e.g. 2900). Can be 0 to let the OS pick
a port.

handler: a function that processes one request. It expects two arguments:

e request (charx) — the full HTTP request as a string

e client (int) — a file descriptor; use write(client, buf, len) to send
a response back

e We have a library called http-server with a function start_server

e start_server starts an HTTP server on the given port (2900 in our case)
o ltlistens for requests and sends responses back

e The server runs forever, always listening for new requests, calls a handler
to send a response back



The handler parameter

. % ‘}md-\‘oa Oc < a‘ﬁi
kaN“c( S Oé i(;w\:'\*& (c\»a'&, 2aY) fedurey

From http-server.c/h ~ 2400 VO

void start_server(void(xhandler) (char*, int), int port);

Starts an HTTP server on the given port. Runs forever (un 1-C), calling

handler once per incoming request.

o U W
™ .

port: the port number to listen on (e.g. 2900). Can be 0 to let the OS pick

a port. \por‘t iS
"‘handler: a function that processes one request. It expects two arguments: ° jUSt a
o request (charx) — the full HTTP request as a string I number
e client (int) — a file descriptor; use write(client, buf, len) to send
o a response back

That entire thing is the type for the handler parameter!



Our Task

e QOur code needs to be called in response to an event happening

o The event in our case would be a request coming in
o  Our application in the example was adding strings to a list

e This is a common pattern when we are writing code in a system

e \We have to pass in a function that does whatever work we want it to do
o This is why we pass in handler function

AN

From http-server.c/h \

void start_server(void(*handler) (char*, int), int port);




Lets try it! (This is also on the handout)

This matches the

string-serve ri.c description for handlers
(returns void, take a
#include “http-server.h” char* and an int)

#include <string.h> ‘(//

void handle(char *request, int client) {

printf(“Received request: \n%s\n”, request);

} Give the address of
handle to
start_server

int main() { start_server(&handle, 2900); }



Running our Server

1 #include "http-server.h" *C\\‘s é'_sCf\P*\M &w
2 #include <string.h> / ‘ !\l‘ C““‘é on
ear € M\N-S*

printf ("Réceived request:\n%s\n", request);

$ gcc string-serverl.c http-server.c -o string-serveril
$ ./string-serverl
Server started on port 2900 A\ 50(“‘"

Received request:
GET /add?s=hi HTTP/1.1
Host: localhost:2900

User-Agent: curl/8.7.1

Terminal 1
(The server)

lie §
S(l)l‘r:e metadatac‘woa\" (erolt
Gitwob

from curl

Termlnal 2 $ curl "localhost:2900/add?s=hi" d&ﬁ&."}' /@-5 Cr )
curl: (52) Empty reply from server

(The client) ———

start_server has a while loop internally that listens to requests and calls
handle once a request comes in



Questions

e Where in our address space is address for the handle function?
o handle is in the Code region of our address space so it won’t go away

e Is there arange the port number can be?
o  When we are testing, a port that is [2000, 10000) is good
o Low number ports (ex. 100) is for system level stuff
m Port 80 is the default port for HTTP stuff
m Port 443 is the default port for HTTPS stuff
e \What if two people use the same port?
o The second person would not be able to start their server
o It would say “Port already in use”
e s this like virtual memory?
o It's more like files for the network
o The OS keeps track of the port number that corresponds to a specific resource



Why does curl say “Empty reply from server’?

e The handler only printed to our terminal!
e The handler sent no reply to the requester.
e \We took no action to send any response (printf was local to the server)

$ curl "localhost:2900/add?s=hi"
curl: (52) Empty reply from server

1 #include "http-server.h"

Printed to 2 #include <string.h>
terminal, 3
nothing was ~———__| 4 void handle(char *request, int client) {
g 5= printf ("Received request:\n%s\n", request);
returned 6 }
7
8 int main() { start_server (&handle, 2900); 1}

How do we send a response to the requester?



Questions

e Where is handle running, on the server or the client side?
o handle is only running on the server, not on the client’s side

e Whenis handle called?
o handle is called once per incoming request to the server

e How does the client know it established a connection with the server?
o There’s a bit more going on in start_server where it receives bytes from curl
o In this previous example, curl didn’t get a response from the server, so it concluded that the
port was closed



HTTP Response



HTTP (Hypertext Transfer Protocol)

e A protocol is a set of rules of specific piece of metadata being sent and
received

e HTTPS is a protocol for the World Wide Web, designed for client-server data
communication

e Browsers and curl all use HTTP

e \When a server sends a response with HTTP, it is in this format !

HTTP Response Format

When the server receives a request, it must write back a response, which has
a specific format.

HTTP/1.1 200 OK
Content-Type: text/plain

...response body...




Breaking Down The Response

HTTP Response Format
When the server receives a request, it must write back a response, which has

a specific format. 5"'&.‘\'05 — no \_ Sho.).\ 40 i f/
HTTP/1.1 /200 OK CUI‘\ .
Content-Type: text/plain heac\‘r Oﬂ\\‘ WA LA ‘D\l /VMQ

‘ ...response body..

- & Ihe “\}nj&-b Saw g“' C""\/

As a C string literal: {I\ bOU\Q c |

"HTTP/1.1 200 OK\r\nContent-Type: text/plain\r\n\r\n"

(For status, you've probably seen a 404 error. This is a status for “couldn’t find it™!)



Breaking Down The Response

1. Status - tells the client if the server was successful or not

o 200 - Yay! Success
o 404 - Couldn’t find what you were looking for

o  Abunch more
2. Header - tells the client what kind of data is coming back from the server

o For plaintext, itis Content-Type: text/plain
o ForaPNGimage, itis Content-Type: image/png
o We need a header because what's sent over is just bytes and the client needs to be told how

to interpret the bytes
3. Response body - what is shown to clients
o The actual bytes that was sent over

(Status and header is only used by cur l/browser and not shown to the user)



Historical Note: \ r\n instead of \n

e In HTTP, where we would expect to see a newline character (\n), we would

actually see \r\n
e Thisis aresult of HTTP being old and we can’t change it now or a lot of things

would break

As a C string literal:
"HTTP/1.1 200 OK\r\nContent-Type: text/plain\r\n\r\n"

Important: HTTP uses \r\n (not just \n) for line endings.

e Although it’s fine to just have \n in the response body



So how do we actually send a response?

e We use the write system call

o This is conceptually similar to fprintf that we used in PA3 for the pish_history file

Sending a response
write(client, buf, len) sends len bytes from buf to whoever made the
request. Works the same as writing to a file — client is a file descriptor.

You can call write multiple times to build up a response:
write(client, HTTP_200, strlen(HTTP_200));

write(client, "Hello!", 6);

Note: write needs a length — it’s not like printf. We’ll often use strlen to
compute it. Unlike C strings, HT'TP responses don’t use a null terminator —
the length tells the receiver how many bytes we’ve written.

2 differences from fprintf

e The client file
descriptor is an int
instead of a FILE*

e fprintf takes a null
terminated string, but
write just takes a
char* and the number
of bytes to read



Let’s put it in our handler!

Program 2: Send a response

char *HTTP_200 = "HTTP/1.1 200 OK\r\nContent-Type: text/plain\r\n\r\n";

void handle(char *request, int client) {
printf ("Received request:\n%s\n", request);
arite(cliemt, HTTP_200, strlen(HTTP_200)) ;| Meyndarrer 4
write(client, "Hello!", 6); (‘ anle
s » Dody

int main() { start_server (&handle, 2900); }




Terminal output for string-server?2

Server side

$ ./string-server?2

Server started on port 2900
Received request:

GET /add?s=hi HTTP/1.1
Host: localhost:2900
User-Agent: curl/8.7.1
Accept: *x/*

Client side

$ curl "localhost:2900/add?s=hi"
Hello!




printfvswrite

What we learned is

e printf should be used to display to the server terminal
e write should be used to send bytes over the network to the client



Questions

e Where does the int client come from?
o When start_server gets a connection, it receives the ‘char* for the bytes that came in and
an int from the operating system representing the connection
o This int is also associated with the port

e How does the requester know what kind of data they are requesting?

o Requesters do not know
o Inthe header from curl, it says “Accept: */*”, meaning it will accept anything that is given
o The server is sending back the type of data

e How does the client know they received all the bytes?

o Two answers:
m 1. The server closed the connection (like getting an EOF from a file, but for networks)
m 2. Putting the content length in the header saying how many bytes was sent



HTTP Request & Parsing



Our new challenge is to parse the string in the URL

() Y ~
- 7¢=nicdd Yacse sor  Fhis sS4y,
locedost 1 2900/aad ? s = fnictass e

e \We know how to parse using things like strtok, strchr, etc.
e Thisis a string problem, but with HTTP it's a bit more interesting



Side Note: localhost

e l|ocalhost lets you connect to the computer you are on
e |t means “send a request to the computer I'm on”
e It's meant for testing

localost : 2300/aad? s = i Ceoss \

We're not writing out the longer ieng6 part because we are on the
iengb computer (we can use localhost)



What does the HTTP Request look like?

HTTP Request Format
The request string passed to our handler looks like:

GET|/add?s=hi |[HTTP/1.1\r\n
Host: Tocgplhost:2900\r\n
User-Agent \ curl/8.7.1\r\n

For our server, 'we want to extract the path and query string from the first

line: /add?s=hi

N\

All we care about is this little part that we want to take out for this application

e Remember this is called the “path” (what comes after the slash in a URL)



Parsing with sscanf and strstr

Parsing with sscanf and strstr
sscanf reads formatted data from a string — the inverse of sprintf:

the matching civa K 1A
, path); : “% .B T;CA“’\'\

1" (/s stops matching at the space)
strstr(haystack, needle) returns a pointer to the first occurrence of needle
in haystack, or NULL. We can use it to find the "?s=" for the query.

sarshe(path | 752 ")

char path[256];
sscanf (request,
// path s mnow "




Let’'s apply what we've learned

e \We want our program to do what’s pictured below
o This is not the final product yet where we have a list of strings, but we are getting there!

$ curl "localhost:2900/add?s=hi"
Added: hi

$ curl "localhost:2900/add"
Missing 7s= parameter

$ curl "localhost:2900/unknown"
Unknown path




Try to fill in

handle in Program 3

Neolio JiE eI RNTeN

=
N = O

13
14
15
16

18

23
24

27
28
29

Program 3: Parse the request

char *HTTP_200 = "HTTP/1.1 200 OK\r\nContent-Type: text/plain\r\n\r\n";
char *HTTP_404 = "HTTP/1.1 404 Not Found\r\nContent-Type: text/plain\r\n\r\n";

void send_404(int client, char *message) {
write(client, HTTP_404, strlen(HTTP_404));
write(client, message, strlen(message));

E;

void handle(char *request, int client) {
char path[256];
sscanf (request, "GET %s", path);

if (strncmp(path, "/add", 4) == 0) {
char *query_start = strstr(path, "?s=");
if (query_start) {

} else {
send_404(client, "Missing ?s= parameter");
}
} else {

send_404(client, "Unknown path");
}
}




Program 3 Solution

11
12 void handle(char *request, int client) { ‘é
13 char path[256]; \,_ \]&\\
14 sscanf (request, "GET %s", path); C\ﬂ,lc
15 -~
/]
16 if((strncmp(path, "/add", 4) == 0)X " ? = b
17 W, "7sm"); /Odd- - h'
18 if (query_start) { 2. ’t./j
A
Chock valshet = quary-STE2S qgcr\{-'s\-w\'
g,Jn’tC( clieak, H»m) 200, s\-r\m(Lm'\’ ?O°>
un)rc c\m\- 'Raded: " D),
23 } else {
24 send_404(client, "Missing 7s= parameter");
25 }
26 } else {
27 send_404(client, "Unknown path");
28 }
20 1




Questions

e What would happen if we didn’t send over the HTTP_200

o The browser or curl would just say “invalid response” or “bad response”

e \What does the send_404 function do?

o It sends back the 404 error code and also an extra message
o curl will print the extra information
e Do we need to deal with the newline \r\s thing?

o Thatis just in the string at the top (metadata in lines 4 and 5)
o If we have newlines in our response body, we can just use \n like normal



Side Note: URLs can be much more complicated

e \When you make a Google Search request, you'd have a URL like this
o Has a bunch of parameters separated by ampersands

(s // qoonlecom faorchn? q =200 ¥Pandes %{ e

\ - o o

e Parsing these URLs are non-trivial and very hard with just sscanf and
strstr
e Use a parsing library instead when you're in the real world



Joe’s Notes (11am)
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Joe’s Notes (11am)

From http-server.c/h

void start_server|vold(*handler)(chars, int), int port);
—

Starts an HTTP server on the given port. Runs forever (until Ctrl-C), calling

handler once per incoming request.

port: the port number to listen on (e.g. 2900). Can be 0 to let the OS pick
a port.

handler: a function that processes one request. It expects two ar

ROt

o poitte Yo o Riactton w/2 arss, chaek,iat add

Tedurny
#include "http-server.h" »
#include <string.h> VO\d

void handle(char *request, int client) {
printf ("Received request:\n%s\n", request);

int main() { start_server|(zhandle, 2900); }

+ request (charx) - the full HTTP request as a string

« client (int) - a file descriptor; use urite(client, buf, len) tosend
a response back

Why does curl say “Empty reply from server”?

Ue only 'PKCAHA Yo our tecmingl!
We seax ho ceely.

haadles  is a  callback

/M

$ gec string-serverl.c http-server.c -o string-serverl
$ ./string-serveri
Server started on port 2900

Received request: "
prinkd by \ise S

GET /add?s=hi HTTP/1.1

Host: localhost:2900
2222;:”35, curl/8.7.1 Uhl’\ CUI‘\ rCL‘iv'fA)r
5 vVuot
fun M
T ey e e Ano¥her |

HTTP Response Format
When the server receives a request, it must write back a response, which has
a specific format.

1P/1. 1) 200) 0K
Contemt-Type: text/plain
—_— P

...response body...

As a C string literal:

"HTTP/1.1 200 OK\r\nContent-Type: text/plain\r\n\r\n"

TImportant: HTTP use: not just \n) for line endings.

Sending a response

write(client, buf, len) sends len bytes from buf to whoever made the
request. Works the same as writing to a file — client is a file descriptor.
You can call urite multiple times to build up a response:

write(client, HTTP_200, strlen(HTTP_200));

write(client, "Hello!", 6);

Note: write needs a length — it’s not like printf. We’ll often use strlen to
compute it. Unlike C strings, HTTP responses don’t use a null terminator —
the length tells the receiver how many bytes we’ve written.

1
5
6
7
8
9
0
1

Program 2: Send a response
Qacwvel
cade
Cé\aol\t
Gishob )
Seever

char *HTTP_200 = "HTTP/1.1 200 OK\r\nContent-Type: text/plain\r\n\r\n";

void handle(char *request, int client) {
printf("Received request:\n%s\n", request);
write(client, HITP_200, strlen(HTTP_200)); 4——HTTp
write(client, , 6);
} \ ?lbh&o‘
Tesponse
int main() { start_server(Zhandle, 2900); } da.'rz\

$ ./string-server2

Server started on port 2900
Received request; -
GET /add?s=hi“HTTP/1.1
Host: localhost:2900
User-Agent: curl/8.7.1
Accept: */*

v a
dohmcenttl

$ curl/"localhost:2900/add?s=hi" [ a Us Fe
Hello!™. - \

What’s the difference between printf and write here? ~Aleak )

p;w& dl&?h\’ﬁﬁ‘\'\'\g Yecmmea\ 0 Seroec
wede seads iafermelion (\N&u\ Yok fo <liead




Joe’s Notes (11am)

HTTP Request Format Program 3: Parse the request
The request string passed to our handler looks like:

4 char *HTTP_200 = "HTTP/1.1 200 OK\r\nContent-Type: text/plain\r\n\r\n";
qd(f\( 5 char *HTTP_404 = "HTTP/1.1 404 Not Found\r\nContent-Type: text/plain\r\n\r\n";
6
User;Agent: curl/8.7.1\r\n 7 void send_404(int client, char *message) {
8 write(client, HTTP_404, strlen(HTTP_404));
For our server, we want to extract the path and query string from the first 9 write(client, message, strlen(message));
line: /add?s=hi i‘; ¥

Parsing with sscanf and strstr

X X 12 void handle(char *request, int client) {
sscanf reads formatted data from a string — the inverse of sprintf: 4

13 char path[256]; .
- \ L3 " van s 2
char path[256]; A $\'0°¢- "'\1\\ sﬁ'( lq tA w.\'\l\ ié) sscanf (request, "GET %s", path); A /QC)G\?. $ o\"'\

sscanf (request, "GET , path);

; " P ' 16 if trncmp(path, "/add", 4) 0){
?
// path is now "/add? 1" (Xs stops matching at the space) 17 ChaTTqUeTyFTATT T STYEYY(Rath, "7s=");
strstr(haystack, needle) returns a pointer to the first occurrence of needle 18 if (query_start) { *
in haystack, or NULL. We can use it to find the "?s=" for the query. Qf“(( \. C(\-* Vel Y-S lw
PN ( 203),
HITP_209, skedea vtk
$ curl "localhost:2900/add?s=hi" . 4
Added: hi U"(‘G(C\NA*, q\-bl"-'ﬂw'" 'S ) Q
$ curl "localhost:2900/add" 23 } else { q'\e\c,(qu(r\-ﬁllf"'
Missing 7s= parameter 24 send_404(client, "Missing ?s= parameter");
$ curl "localhost:2900/unknown" 25 }
Unknown path 26 } else {
27 send_404 (client, "Unknown path");
28 }

29 }
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" Lunckion £t 2ams
\’\Nh{ 1310, ?h Y. 0: (C\«rk? W¥) f:{?:m)

0O arqurtak
From http-server.c/h 3 2400 void oo Sor
p " o
void start_server(void(s+handler)(chars, imt), int port); 1 #include "http-server.h Im)"\"'s Bescrip
PRl 3 sincluds catring h> handler. Called or
Starts an HTTP server on the given port. Runs forever (until Ctrl-C), calling n ¥
e T D 4[vmd handle(char_*request, int client) {_ each  Ceques
Prantf( Tequest:\n#4s\n", request);
port: the port number to listen on (e.g. 2900). Can be 0 to let the OS pick o ¥
.
e L T m—
handler: a function that processes one request. It expects two arguments: T ave M&S ak M{(
———
« request (char#) - the full HTTP request as a string [$ gcc string-serveri.c http-server.c -o string
’ ; . $ ./string-server: Saver
« client (int) - a file descriptor; use write(client, buf, len) to send Server started om port 2900 w 5@ vlf”
a response back Tt Te e i
/] “ i GET /add"s hi HTTP/1 1
Why does curl say “Empty reply from server”? Host: localhost:2900 ‘IN- 5 6001\4 Ceratt
S N G Usor-Agent: curl/s.7.1 e
. o .
We Yook Mo ackion o Send Gay Gishob
e (pn as focal ke
e Sporh Prw (O8] oca -
$ curl "localhost:2900/add?s=hi"
;’\‘_ gw‘,> curl: (52) Eapty reply from server
HTTP Response Format Program 2: Send a response
V\:-hcu.trllcfscblvcl;rccmv(‘sarcqu(‘st,|t must write back a response, which has A 1ok HEYE "200] SH-IETE 3,2 200 (ORNENACARERR ¥ TS SR AR NRNE A
a specific format. stafvs 1 no} Shoue o usef, 5

6 void handle(char srequest, int cliemt) {
m'w/l.l_lioo ok only w] <d by Cvr\/kmw‘ printf (*Received request:\n%s\n", reques:
Content-Type: text/plain  header write(client, HTTP_200, strlen(HTTP_ 200)) 31’"’-&1«“"‘

[Eettentatyps vzt /plalty
[ response tedy ) m , eiselarten, ol ) fesponre Dedy

1

Lﬁ the '\\'\nr\j ks Shew ;m‘ E‘J‘;D/uwrm int main() { start_server(Zhandle, 2900); }

As a C string literal:

HTTP/1.1 200 OK\r\nContent-Type: text/plaim\r\m\r\n PP ——

Server started on port 2900

Important: HTTP uses \r\n (not just \n) for line endings. Received Tequest

GET /add?s=hi HTTP/1.1
Sending a response Host: localhost:2900
write(client, buf, len) sends len bytes from buf to whoever made the r-Agent: curl/8.7.1

request. Works the same as writing to a file - client is a file descriptor. Accept:: 7,

You can call write multiple times to build up a response:

$ curl "localhost:2900/add?s=hi"

write(client, HTTP_200, strlen(HTTP_200)); Hello!
write(client, "Hello!", 6);
Note: write needs a length - it's not like printf. We'll often use strlen to What's the difference between print and urite here?
compute it. Unlike C strings, HTTP responses don’t use a null terminator — . o O A et
: \ ~ac
the length tells the receiver how many bytes we've written Pr bk play o sevec \

wite Q) sends byt ouer mtverk o <leat

i 1c = 2 e X ?6\(56 sor Py sS4y,
\ow\\\os* . Zcioo/a&x g = nlclass iy ULy Q\i*:.,‘:%




Joe’s Notes (12:30pm

e W gk (god)

HTTP Request Format
The request string passed to our handler looks like:

: Tocalhost:2900\r\n
User-Agent: curl/8.7.1\r\n]

For our server, we want to extract the path and query string from the first
line: /add?s=hi

Parsing with sscanf and strstr

sscanf reads formatted data from a string — the inverse of sprintf:

char path[256];

. the M*C\'\h\% S*(‘-B sxdad A
, "GET\%s\', path); ]7(.‘\"'\
// path™7s now "/add?s=hi" (/s stops matching at the space)

sscanf (request

strstr (haystack needle) returns a pointer to the first occurrence of needle
in haystack, or NULL. We can use it to find the "?s=" for the query.

s&rs’ﬂ(‘».&k , Vs

$ curl "localhost:2900/add?s=hi"
Added: hi

$ curl "localhost:2900/add"
Missing 7s= parameter

$ curl "localhost:2900/unknown"
Unknown path

24
25

27
28

(V05 ] sm\ecomf/aaor co? @ =200 < Pandon B o

- v

Program 3: Parse the request

U\(’_ &

\b(Dv*(

char *HTTP_200 = "HTTP/1.1 200 OK\r\nContent-Type:
char *HTTP_404 =

text/plain\r\n\r\n";
"HTTP/1.1 404 Not Found\r\nContent-Type: text/plain\r\n\r\n";

void send_404(int client, char *message) {
write(client, HTTP_404, strlen(HTTP_404));
write(client, message, strlen(message));

void handle(char *request, int client) {
char path[256];
sscanf (request,

<\t

“/0dd? s=hi ’

"GET %s", path);

ek

if trncmp (path, "/add", 4) == 0){

char *query_start = strstr(path, "?s=");
if (query_start) { v 2 ,t_/j
- fy- St +
chorgk valshek = Query-STMT7 2 peek

=S
weire clieak, Hn® 200, g\-r\f_,\(mw ?ooj) query
weire c\.uo\- "Raded:,, Iq_\‘,
Oeike (clieat, Yo\ sh’y sAcVen (val-shuet)))
} else {

send_404(client, "Missing ?s= parameter");

}
} else {
send_404(client, "Unknown path");

}

29 }







