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🧠 Review Questions & Answers (Logistics 🎉)
Q1: What room + time is your week 10 exam?

Lab you are enrolled in

Q2: What days are available for make-up exams?

Mon (12-4pm) Wed (10am-4pm)

Q3: How many make-up sessions can you schedule? 1

How many exams can you attempt? Up to 3



Logistics Q&A
● How many exams in the 1 session?

○ You can take all three exams in the 1 session
○ It is 2 hours, so be sure to budget your time properly
○ It will have 3 sections, exam 1, 2, and 3
○ You do not have to do all 3 sections



HTTP servers!



Parts of a URL (Uniform Resource Locator)
● https - the protocol

○ A set of rules when communicating with a computer over networks 
● Domain - who owns it

○ GitHub owns/controls the computer that sends over information
● Path - which specific resource the user wants from the computer

https://ucsd-cse29.github.io/wi26



The curl command
● Stands for cat URL
● Will make a request and get information from a URL
● Just like going to a URL in your browser, but this is in the terminal

curling our course website gives you the HTML code that makes up the website!



Q: How does GitHub know to give me this HTML?

A: GitHub has some code on 
their server that is running. 
When Joe sends this request 
for the website, GitHub’s 
computers returns this HTML.

Let’s try writing this 
server-side code!



Server Example



Let’s see a server in action!
Lets run string-server4 (from our handout). This is our final product!

We get port 2900, and now we can send requests to it (adding words to a list)

The terminal running our server A new terminal to access the URL



Accessing the Server

Anyone on UCSD-PROTECTED can access this, as long as the server is 
running, and receive any string added by anyone calling the server



We can see it on the browser as well!
These are normal real web requests happening. This is us on Google Chrome



Shutting Down the Server
We can hit Ctrl+C to stop the string-server4 server from running



The Networking Process
1. Joe types curl “https://ieng6-201.ucsd.edu:2900/add?helloimjoe”
2. Joe’s computer sends this request over to the nearest WiFi router
3. The request goes to a central campus router
4. Central campus router checks if the computer is on campus 

(UCSD-PROTECTED) since Joe is trying to access ieng6
5. Central campus router sends response all the way back to Joe’s computer

● In CSE 29, we will be wiring the code that listens for requests and sends 
responses back

○ Take CSE 123 and 124 for more networking fun!



Creating a Server



Let’s look at the handout

● We have a library called http-server with a function start_server
● start_server starts an HTTP server on the given port (2900 in our case)

○ It listens for requests and sends responses back
● The server runs forever, always listening for new requests, calls a handler 

to send a response back



The handler parameter

That entire thing is the type for the handler parameter!

port is 
just a 
number



Our Task
● Our code needs to be called in response to an event happening

○ The event in our case would be a request coming in
○ Our application in the example was adding strings to a list

● This is a common pattern when we are writing code in a system
● We have to pass in a function that does whatever work we want it to do

○ This is why we pass in handler function



string-server1.c

#include “http-server.h”

#include <string.h>

void handle(char *request, int client) {

printf(“Received request: \n%s\n”, request);

}

int main() { start_server(&handle, 2900); }

This matches the 
description for handlers 
(returns void, take a 
char* and an int)

Give the address of 
handle to 
start_server

Lets try it! (This is also on the handout)



Running our Server

start_server has a while loop internally that listens to requests and calls 
handle once a request comes in

Terminal 1
(The server)

Terminal 2
(The client)

Some metadata 
from curl



Questions
● Where in our address space is address for the handle function?

○ handle is in the Code region of our address space so it won’t go away
● Is there a range the port number can be?

○ When we are testing, a port that is [2000, 10000) is good
○ Low number ports (ex. 100) is for system level stuff 

■ Port 80 is the default port for HTTP stuff
■ Port 443 is the default port for HTTPS stuff

● What if two people use the same port?
○ The second person would not be able to start their server
○ It would say “Port already in use”

● Is this like virtual memory?
○ It’s more like files for the network
○ The OS keeps track of the port number that corresponds to a specific resource



Why does curl say “Empty reply from server”?

● The handler only printed to our terminal!
● The handler sent no reply to the requester.
● We took no action to send any response (printf was local to the server)

How do we send a response to the requester?

Printed to 
terminal, 
nothing was 
returned



Questions
● Where is handle running, on the server or the client side?

○ handle is only running on the server, not on the client’s side
● When is handle called?

○ handle is called once per incoming request to the server
● How does the client know it established a connection with the server?

○ There’s a bit more going on in start_server where it receives bytes from curl 
○ In this previous example, curl didn’t get a response from the server, so it concluded that the 

port was closed



HTTP Response



HTTP (Hypertext Transfer Protocol)
● A protocol is a set of rules of specific piece of metadata being sent and 

received
● HTTPS is a protocol for the World Wide Web, designed for client-server data 

communication
● Browsers and curl all use HTTP
● When a server sends a response with HTTP, it is in this format ⬇



Breaking Down The Response

(For status, you’ve probably seen a 404 error. This is a status for “couldn’t find it”!)



Breaking Down The Response
1. Status - tells the client if the server was successful or not

○ 200 - Yay! Success
○ 404 - Couldn’t find what you were looking for
○ A bunch more

2. Header - tells the client what kind of data is coming back from the server
○ For plaintext, it is Content-Type: text/plain 
○ For a PNG image, it is Content-Type: image/png 
○ We need a header because what’s sent over is just bytes and the client needs to be told how 

to interpret the bytes
3. Response body - what is shown to clients

○ The actual bytes that was sent over

(Status and header is only used by curl/browser and not shown to the user)



Historical Note: \r\n instead of \n
● In HTTP, where we would expect to see a newline character (\n), we would 

actually see \r\n
● This is a result of HTTP being old and we can’t change it now or a lot of things 

would break

● Although it’s fine to just have \n in the response body



So how do we actually send a response?
● We use the write system call

○ This is conceptually similar to fprintf that we used in PA3 for the pish_history file

2 differences from fprintf
● The client file 

descriptor is an int 
instead of a FILE*

● fprintf takes a null 
terminated string, but 
write just takes a 
char* and the number 
of bytes to read



Let’s put it in our handler!



Terminal output for string-server2 
Server side

Client side



printf vs write
What we learned is 

● printf should be used to display to the server terminal
● write should be used to send bytes over the network to the client



Questions
● Where does the int client come from?

○ When start_server gets a connection, it receives the `char`* for the bytes that came in and 
an int from the operating system representing the connection

○ This int is also associated with the port
● How does the requester know what kind of data they are requesting?

○ Requesters do not know
○ In the header from curl, it says “Accept: */*”, meaning it will accept anything that is given
○ The server is sending back the type of data 

● How does the client know they received all the bytes?
○ Two answers:

■ 1. The server closed the connection (like getting an EOF from a file, but for networks)
■ 2. Putting the content length in the header saying how many bytes was sent



HTTP Request & Parsing



Our new challenge is to parse the string in the URL

● We know how to parse using things like strtok, strchr, etc.
● This is a string problem, but with HTTP it’s a bit more interesting



Side Note: localhost
● localhost lets you connect to the computer you are on
● It means “send a request to the computer I’m on”
● It’s meant for testing

We’re not writing out the longer ieng6 part because we are on the 
ieng6 computer (we can use localhost)



What does the HTTP Request look like?

All we care about is this little part that we want to take out for this application

● Remember this is called the “path” (what comes after the slash in a URL)



Parsing with sscanf and strstr 



Let’s apply what we’ve learned
● We want our program to do what’s pictured below

○ This is not the final product yet where we have a list of strings, but we are getting there!



Try to fill in handle in Program 3



Program 3 Solution



Questions
● What would happen if we didn’t send over the HTTP_200

○ The browser or curl would just say “invalid response” or “bad response”
● What does the send_404 function do?

○ It sends back the 404 error code and also an extra message
○ curl will print the extra information 

● Do we need to deal with the newline \r\s thing?
○ That is just in the string at the top (metadata in lines 4 and 5)
○ If we have newlines in our response body, we can just use \n like normal



Side Note: URLs can be much more complicated
● When you make a Google Search request, you’d have a URL like this

○ Has a bunch of parameters separated by ampersands

● Parsing these URLs are non-trivial and very hard with just sscanf and 
strstr

● Use a parsing library instead when you’re in the real world



Joe’s Notes (11am)



Joe’s Notes (11am)



Joe’s Notes (11am)



Joe’s Notes (12:30pm)



Joe’s Notes (12:30pm)



Joe’s Notes (12:30pm)




