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📣 Logistical Things
● Nothing today!



🧠 Review Questions
Q1: Design a struct to represent a message/chat in a chat room

Q2: Design a struct to represent a node in a linked list with string values

Q3: what is sizeof for each struct you designed?

Answers in next slide!



🧠 RQ 1 Answer



🧠 RQ 2 Answer
Will not work Will work

A struct definition must have a determined size



🧠 RQ 3 Answer

This is unreasonably large for the size of each chat. Instead of 
storing an array of these we can store a pointer to a linked list 
(a list of nodes where each one has a pointer to the next in the list 
like RQ2)



Why do we use malloc?



Questions from Exit Slips
● When and why do we use malloc?

○ With a class in Python or Java, every object we make is heap allocated
○ We need addresses, and we can’t have stack allocated addresses, so we must do heap 

allocation
○ We need a persistent area of memory, which is the heap

● What is the type time_t?
○ It is the number of milliseconds since the new year in 1970. More on this in the PA5 writeup!

■ It is a 4 byte value and will overflow at 3:14:07 UTC on 19 January 2038
■ We will have to increase it to 8 bytes.

https://en.wikipedia.org/wiki/Year_2038_problem


What a node would look like in other languages



How to make a new node



Removing a Node
Given Node* n, how can we remove the next Node from our linked list?

Insert screenshot



Removing a Node leaky Solution
Insert solution screenshot

Notice that this node still exists on the heap but we can 
no longer access it. It is a memory leak. How can we fix 
this? (Answer on next slide)



Removing a Node Solution
Insert solution screenshot



Questions
● Could we just add a number to find the next node?

○ No, there’s no guarantee that the nodes are adjacent with each other
● How does Java and Python manage memory?

○ Java uses garbage collection: loops over the stack to look at each pointer and then loops over 
the heap to and frees things that no longer has a reference to it and frees it

○ Python does reference counting: increments and decrements an integer related to number of 
references to an object and frees when the number of references is 0

● In order to just write “Node n;” and not “struct Node n;” don’t we need the 
typedef?

○ Yes, in actual code this would be necessary but to simplify the notes it has been omitted for 
concision.



Wrap Up
Python and Java look at things without incoming references and automatically 
frees it. This is automatic memory management

● Take CSE 131 with Joe if you’re interested!



Use-After-Free Error



Let’s look at the handout

Look through and comprehend what the code 
is doing

https://ucsd-cse29.github.io/wi26/lec/02-26-b
adfree/lecture.pdf 

(Blank Handout)

https://ucsd-cse29.github.io/wi26/lec/02-26-badfree/lecture.pdf
https://ucsd-cse29.github.io/wi26/lec/02-26-badfree/lecture.pdf


Lets look at main
Populates global users array from file

Where user puts in username and logs in



Let’s look at load_users



Let’s look at load_users
buffer is a stack allocated array and so it could be overwritten later, so we don’t 
want to store pointers to the buffer

This free seems like it makes sense, but it’s not actually good
● When we free, we promise that we won’t use that address reference again



Here’s what happening in the heap
The same block in the heap is being used for 
all three usernames: users[0], users[1], users[2] 
all have the same address for usernames

When we put in bob, it shows that all of the 
usernames are bob

We did a use-after-free



Side note about code quality: We probably shouldn’t have a global variable that 
has references to addresses on the heap

Takeaway: There’s no concrete place to always put free. You should put free in a 
place where you guarantee that you won’t use that reference anymore



Questions
● In this example what would be the right time to free?

○ If we wanted to call load_users again, right before that call we should free
○ It’s hard to determine the ‘lifetime” of a heap-allocated reference is

● How good is valgrind at catching stuff?
○ In this example it would report many errors
○ It catches when something is free’d then used.
○ It is pretty good

● Why are there errors made with memory leaks in the real world? Don’t these 
companies have policies against it?

○ Yes, but sometimes people don’t follow policies, and policies are imperfect.
○ There are many issues in the real world but it is still very impressive the things that we have 

made, such as browsers.



Joe’s Notes (11am)



Joe’s Notes (12:30pm)


