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I Logistical Things

e Nothing today!



“> Review Questions Answers in next slide!

Q1: Design a struct to represent a message/chat in a chat room
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Q2: Design a struct to represent a node in a linked list with string values
v

===
—> Oy coes

Q3: what is sizeof for each struct you designed?
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“> RQ 2 Answer
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A struct definition must have a determined size



“2 RQ 3 Answer

RAZ. Wy sn.céD Qor cach Skauck \ou

AeNgred ! (— (eackions L1027
szeol(ar) = 52+ (1024 * 8)

—

This is unreasonably large for the size of each chat. Instead of
storing an array of these we can store a pointer to a 1inked list

(a list of nodes where each one has a pointer to the next in the list
like RQ2)



Why do we use malloc?



Questions from Exit Slips

e \When and why do we use malloc?
o With a class in Python or Java, every object we make is heap allocated
o We need addresses, and we can’t have stack allocated addresses, so we must do heap
allocation
o We need a persistent area of memory, which is the heap

e \Whatis the type time_t?
o Itis the number of milliseconds since the new year in 1970. More on this in the PA5 writeup!

m Itis a4 byte value and will overflow at 3:14:07 UTC on 19 January 2038
m  We will have to increase it to 8 bytes.



https://en.wikipedia.org/wiki/Year_2038_problem

What a node would look like in other languages
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How to make a new node
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Removing a Node

Given Node* n, how can we remove the next Node from our linked list?
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Removing a Node leaky Solution
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Notice that this node still exists on the heap but we can
no longer access it. It is a memory leak. How can we fix
this? (Answer on next slide)



Removing a Node Solution

Insert solution screenshot
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Questions

e Could we just add a number to find the next node?
o No, there’s no guarantee that the nodes are adjacent with each other

e How does Java and Python manage memory?

o Java uses garbage collection: loops over the stack to look at each pointer and then loops over
the heap to and frees things that no longer has a reference to it and frees it

o Python does reference counting: increments and decrements an integer related to number of
references to an object and frees when the number of references is 0

e |n order to just write “Node n;” and not “struct Node n;” don’'t we need the
typedef?

o Yes, in actual code this would be necessary but to simplify the notes it has been omitted for
concision.



Wrap Up

Python and Java look at things without incoming references and automatically
frees it. This is automatic memory management

e Take CSE 131 with Joe if you'’re interested!



Use-After-Free Error



Let's look at the handout

Look through and comprehend what the code
is doing

https://ucsd-cse29.qithub.io/wi26/lec/02-26-b
adfree/lecture.pdf

(Blank Handout)

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

typedef ‘struct User {
charx username;
char passwd_sha[32];
} User;

static User users[1000];

void load_users(charx path) {
FILEx.f =.fopen(path, ."r");
char buffer[10000];
int i .= 0;
while(fgets(buffer, 10000, f) != NULL) {
charx username_part = strtok(buffer, " ");
charx password_part = strtok(NULL, " ");

// buffer is reused, so need to make some

// space for the username for use in the struct
charx username = malloc(strlen(buffer));
strcpy(username, username_part);
printf(“%s@sp\n*, username, username);

// Make a User struct with that username,

// and then copy the (fixed-length) hash part into it
User current_user = { username, {} };
strncpy(current_user.passwd_sha, password_part, 32);

users[i] = current_user;
i+=1;

// done ‘with username, so free it now !
free(username);
}
¥

int main() {
load_users("users.txt");
charx username = malloc(7);
printf("Enter .your username: ");
fgets(username, 6, stdin);
username [strcspn(username, "\n")] = '\0';
for(int i = 0; i < 1000; i += 1) {
charx username = users[i].username;
if(username == NULL) { break; }
printf("%s@%p: %.32s\n", username, username, users[il.passwd_sha);

> ./login | jpolitz abcdef1234567890abcdef1234567890
jpolitz@0x102e31b10 gsoosairaj- 1234567890abcdef1234567890abcdef
gsoosairaj@0x102e31b10 aschulman 9876543210abcdef9876543210abcdef
aschulman@@x102e31b10

Enter your username: bob UsSers.dxx

bob@0x102e31b10: abcdef1234567890abcdef1234567890
bob@dx102e31b10: 1234567890abcdef1234567890abcdef
bob@0x102e31b10: 9876543210abcdef9876543210abcdef



https://ucsd-cse29.github.io/wi26/lec/02-26-badfree/lecture.pdf
https://ucsd-cse29.github.io/wi26/lec/02-26-badfree/lecture.pdf

Lets look at main

Populates global users array from file

Where user puts in username and logs in

int main() { 2 popdladt

load_users("users.txt");
— charx username = malloc(7); 5\°\'“\
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Let’'s look at load_users

void load_users(charkx path) {

\

FILEx .f =.fopen(path, ."r");
char buffer[10000]; md \VL
int 1.= 0; ‘{,
while(fgets(buffer, 10000, f) !'= NULL) { \\M

charx username_part = strtok(buffer, " ")

charx password_part = strtok(NULL, " "); _\— jaderyor ?\-{s mro b\j'c(-c,(
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// buffer is reused, so need to make some
// space for the username for use in the struct

charx username = malloc(strlen(buffer)) \\ \\
strcpy(username, username_part); €ap “a Ow\'f.d
printf(“ss@sp\n", username, username) S\T,\'B -Por USLAG~L

// Make a User struct with that username,

// and then copy the (fixed-length) hash part into it coP\“,S g‘ red S'L-'\:\H—(

User current_user = { username, {} };
strncpy(current_user.passwd_sha, password_part, 32); Pu \&&\\A

liJSf;S][.%] = current_user; VML AGAe /&,
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free(username);
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Let’s look at Lload_users

buffer is a stack allocated array and so it could be overwritten later, so we don’t
want to store pointers to the buffer

void load_users(chark path) { \

FILEx .f = fopen(path Mt ; ‘w\\d_

whlle(fgets(buffer 10000, §f) != NULL){
tok (buffer, " \‘M'

chark password_| part strtok(NULL, " ") ; — h\kl‘\bf Y\.{s m¥o bd‘c(-u
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// buffer is reused, so need to make some
// space for the username for use in the struct

charx username = malloc(strlen(buffer));

strcpy(username, username_part); \'\CQP ’&\\Om\'!.d
printf("%s@sp\n", username, username); S\T,“b for USCrAG—~L
// and then copy the (fixed-length) hash part into it

User current_user = { username, {} };
strncpy(current_user.passwd_sha, password_part, 32);
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// done ‘with username, so free it now

free(username);
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// Make a User struct with that username, /E

This free seems like it makes sense, but it's not actually good
e \When we free, we promise that we won’t use that address reference again




Here’s what happening in the heap

The same block in the heap is being used for
all three usernames: users[0], users[1], users|2]
all have the same address for usernames

When w in
usernames are bob

it shows that all

We did a use-after-free

void load_users(chark path) { \
FILEx.f = .fopen(path, ."r"); ead \\d.
char buffer[10000]; /
int i.=0; b\l
while(fgets(buffer, 10000, f) != NULL) { “M
charx username_part = strtok(buffer, " ");

charx password_part = strtok(NULL, " "); — akerior Y’ﬂ's |\.\‘-° \N‘N—u
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// buffer is reused, so need to make some
// space for the username for use in the struct

charx username = malloc(strlen(buffer));
strcpy(username, username_part); \\tq? ’0\\\0“~\"A
printf("%s@sp\n", username, username); S\\',"B .po,. USLIAGL

// Make a User struct with that username,
// and then copy the (fixed-length) hash part into it Co?\ﬁ @tud SL_L\‘H
User current_user = { username, {} }; '3
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free(username);
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Side note about code quality: We probably shouldn’t have a global variable that
has references to addresses on the heap

Takeaway: There’s no concrete place to always put free. You should put free in a
place where you guarantee that you won't use that reference anymore



Questions

e In this example what would be the right time to free?
o If we wanted to call load_users again, right before that call we should free
o It's hard to determine the ‘lifetime” of a heap-allocated reference is

e How good is valgrind at catching stuff?
o Inthis example it would report many errors
o It catches when something is free’'d then used.
o Itis pretty good

e Why are there errors made with memory leaks in the real world? Don'’t these
companies have policies against it?
o Yes, but sometimes people don’t follow policies, and policies are imperfect.

o There are many issues in the real world but it is still very impressive the things that we have
made, such as browsers.



Joe’s Notes (11am)
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#include <stdio.h>
#include <string.h>
#include <stdlib.h>

typedef ‘struct User {
chark username;
char passwd_sha([32];
} User;

static User users[1000];
void load_users(charx path) {

FILEx f = fopen(path, "r");
char buffer[10000];

%

read W

int i = 0; A
while(fgets(buffer, 10000, f) !'= NULL) { \‘M
chark username_part = strtok(buffer, H

chars password_part = strtok(NULL, Mk_ﬁbf Y\-(s Wro »J‘@‘(’U‘
tadecnal

// buffer is reused, so need to make some
// space for the username for use in the struct

charx username = malloc(strlen(buffer));

strcpy(username, username_part); \\CQP ~aNoed
printf("ss@sp\n”, username, username); e \}i Dor UStrAL
// Make ‘a User struct with that username,

// and then copy the (fixed-length) hash part into 1tl

Copying Qixed ZT-bie

P et
// done ‘with username, so free it now

vseragee ~ &
16Y] Luser typed A
[
free(username) ;

¥ o
1 pe¥ done WK\ Yhe dake at 0% -3Bl0 ve 3[‘3"3 5 = 'aLCc\a‘c"‘ X

User current_user ='{ username, {} };
strncpy(current_user.passwd_sha, password_part, 32);

users[i] =
P41

current_user;

int main() {

« »
lﬁad users("users.»tﬁ")in — \n\:f:‘\"' usee [L’J.'Z—.S'S z? ‘123qf(=‘ : "\
chark username = malloc(7); = -

— ) Ve s ocrny VO m ' vagw ")

feom R

printf(“Enter your username:

fgets(usérname, 6, stdinjs;

usErTane [strespn username,
=0 00;

printf("%s@sp: %.32s\n", username, username, users[i].passwd_sha);
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jpolitz abcdef1234567890abcdef1234567890
gsoosairaj- 1234567890abcdef1234567890abcdef
aschulman 9876543210abcdef9876543210abcdef

> ./login
jpolitz@ox102e31b10
9s00sairaj@0x102e31b10
aschulman@ex102e31b10
Enter your username: bob
bob@0x102631b10: abcdef1234567890abcdef1234567890
bob@2x102e31b10: 1234567890abcdef1234567890abcdef
bob@0x102631b10: 9876543210abcdef9876543210abcdef

Users.4xx




Joe’s Notes (12:30pm
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#include <stdio.h>
#include <string.h>
#include <stdlib.h>

typedef ‘struct User {
+_us! &
Char passwd_sha(32];
} User;
static User users[1000];

void load_users(charx path) {

FILEx f = fopen(path, "r");

char buffer[10000] ;

int i=0;

while(fgets(buffer, 10000, f) != NULL) {

chark username_part = strtok(buffer, " ");
chark password_part = strtok(NULL, " ");
don' ST
// buffer is reused, so need to make some

// space for the usernane for use in the struct usl{’\”’"\ =

chars username = malluc(strlen(buffar) wree
strcpy(username, username_pa
printf(“%s@sp\n", username, username), o.\\ow

// Make ‘a User struct with that username,
// and then copy the (fixed-length) hash part into it
User current_usér = '{ username, {} };

strncpy(current_user.passwd_sha, password_part, 32);

o1-3\B1O
usernae Y

Po'

users[i] = current_user;
i+=1;

// done with username, so free it now A

free(usernane);

¥ ‘ 2"
» vl 32 ek Y
int main() { opolatey ‘ " -
Toad_users(“users.txt"); -~ P qlobal uses [1} = z ‘ L 381- \
chark username = malloc(7); wsn L2 " -
printf("Enter your username Vsers accony L A% ; 4 \
© o fgets(username, 6, stdin); Lo R\
)3"‘ Username [strespn(username, “\n")1 = "\0*;

for(int i = 0; i < 1000;
d'l—ersh].usemame; Use OLX"&‘!\‘ QZC-C
if(username == NULL) { break;

charx username

printf("%s@sp: %.325\n", username, username, users[il.passwd_sha);

y » 2
>4¢c login.c =5 login Usees dork
+/login jpolitz abcdef1234567890abcdef1234567890
jpolitz@dx102e31b10 gsoosairaj- 1234567890abcdef1234567890abcdef
qSOOSalfa]@ﬂXl@zEﬁlbl@ aschulman 9876543210abcdef9876543210abcdef
aschulman@dx102e31b10
Enter your username: bob /ﬂ"/tha&ou

bob@0x102e31b10: abcdefl234567890abcde 1234567890
bob@0x102e31b10: 1234567890abcdef1234567890abcdef
bob@0x102e31b10: 9876543210abcdef9876543210abcdef




