CSE 29

Lecture 14 Summary
February 19, 2026



I Logistical Things

e Assignment 3 grades will be out soon, along with the resubmission specs
o This will be due the same night as Assignment 4, so plan accordingly!

e Exam 2 is next week!



Today’s Lecture

e \We'll be working with Joe’s lecture malloc™, which is different from C’s

implementation of malloc, as well as your PA vmalloc

o Joe does not have time to go over PA4 vmalloc in lecture, so this is a simplified version
o There are no footers or endmarker in Joe’s lecture malloc™



“> Review Questions

% byke header N=-byt  pPoyload

“Toe 'S
r X " L

Lo
M(,\\Ac

header = 1 #1210 -byke \‘xn‘ block o r =

N 40 1M =By @ b lock
(n oluoyy o mulhple of )

Q1: block _stee (1F) = (ode on
h&«)ou\'.
bloe e \w\* ( r}\

QL Slock. size (10m)
\a\o«.\t-\xw (\0 \\\ b

“

A3, Drau ihe heap oftec b:m\\oc_(\wﬁ ia moain

Answers in next slide!

#define HEAP_SIZE 4096
#define SLOT_SIZE 8
#define HEAP_SLOTS HEAP_SIZE/SLOT_SIZE

uint64_tx HEAP_START = NULL;
void init_heap() { ... } // set up HEAP_START

size_t block_size(uint64_t s) { return s & (~1); }
int block_busy(uint64_t s) { return s & 1;
size_t round_size(size_t size) { return'(size +7) & ~7; }

voidx allocate_at(uint64_t* start, size_t size) {
size_t current_size =-block_size(start[0]);
if(current_size > size) {
uint64_t remaining = current_size -.size - SLOT.SIZE;
int next_block_index = (size / SLOT_SIZE) + 1;
start[next_block_index] .= remaining; //.even, free

}
start[0] = size |.1; // busy
return &start[1];

voidx malloc(size_t requested_size) {
init_heap();
int val_index = 0;
size_t rounded = round_size(requested_size);
while(val_index < HEAP_SLOTS) {
uint64_t curr_slot = HEAP_START [val_index];
int current_sizeé = block_size(curr_slot);
int current_busy = block_busy(curr_slot);
if(!current_busy & (current_size >= rounded)) {
return allocate_at(&HEAP_START [val_index], rounded);

else {

val_index += (current size / SLOT_SIZE) +'1;
continue;

}
return NULL;

void free(voidx ptr) {

) main

int main() {
intx a = malloc(20);
intx b = malloc(100);
intx ¢ = malloc(20);

free(b);

3 intx d = malloc(15);
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Joe’s lecture malloc™



int main() {

Let’s look at the handout! intx a = malloc(20);
intx b = malloc(100);
intx ¢ = malloc(20);

How would the heap look like after free(b):

the first three malloc calls? 158% il = gl oS5

voidx malloc(size_t requested_size) {
init_heap();
int val_index = 0;

) size_t rounded = round_size(requested_size);
zg:;igg 2E8$—§§§§ 3095 while(val_index < HEAP_SLOTS) {

. — uint64_t curr_slot = HEAP_START [val_index];
#define HEAP_SLOTS HEAP_SIZE/SLOT_SIZE St clntenk ciot = Bloet sidclennr Sistls
uint64_tx HEAP_START = NULL: int current_busy = block_busy(curr_slot);

- - if(!current_busy && (current_size >= rounded)) {
void init_heéap() { ... } // set up HEAP START return allocate_at(&HEAP_START [val_index], rounded);
sizé_t block_size(uint64_t s) { return s & (~1); } else {
int block_busy(uint64_t s) { return s & 1; } val_index += (current size / SLOT SIZE) +'1;
size_t round_size(size_t size) { return (size +7) & ~7; } continue;

¥
}

return NULL;
}




The heap after the first two malloc calls

int main() {

intx a = malloc(20);

intx b = malloc(100);
intx ¢ = malloc(20);

free(b);

intx d = malloc(15);
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Remaining free block size: 4096 - (24 + 8) - (104 + 8) = 3952 - 8 = 3944

Remember: headers are 8 bytes!



Side Note: We can treat the heap like an array

e HEAP_START is defined as a uint64_t*, so we can do HEAP_START [ #]
o HEAP_START[O] and HEAP_START[ 1] are 8 bytes apart (because the size of uint64_t is 8
bytes)
e \We can use indexing to refer to blocks in the heap
o Alternate method: use pointer arithmetic (we’ll see this in future lectures)

#define HEAP_SIZE 4096
#define SLOT_SIZE 8
#define HEAP_SLOTS HEAP_SIZE/SLOT_SIZE

»uint64_tx HEAP_START = NULL;




Questions

e Inrealmalloc, if youmalloc(1), what would the size be?
o Inside of the metadata of the block, it just stores what size it rounded up to not what you gave
it
o size would not be 1, it would be of a multiple of what byte alignment the malloc implementation
has
e |f you have a block with padding, could you write into it even though what you

requested for was smaller?

o If you write over the size into the padding, it would be fine (there’s nothing important there you
would be overwriting)



Let’s look into our malloc function implementation

Try to figure out the purpose of each line here

void* malloc(size_t requested_size) {
init_heap();
int val_index = 0;
size_t rounded = round_size(requested_size);
while(val_index < HEAP_SLOTS) {
uint64_t curr_slot = HEAP_START [val_index];
int current_size block_size(curr_slot);
int current_busy = block_busy(curr_slot);
if(!current_busy && (current_size >= rounded)) {
return allocate_at(&HEAP_START [val_index], rounded);
}
else {
val_index += (current size / SLOT_SIZE) +'1;
continue;
¥
}
return NULL;




Our malloc function _ Size from user

- R . .
void* malloc(size_t requested_ sxze) {

init_heap(); = fMaltes Sue WEAD. STARY cefey to volid Y\t«p addrest

int val_index =

size_t rounded = round_size(requested_size); — (‘M\M Sure e work ia Q’H’M va\{loods
while(val index < HEAP_SLOTS) { <@—

uint64_t curr_slot = HEAP_START [val_index]; Walking through blocks in the heap
int current_size = block_sizelcurr_slot);
int current_busy = block_busy(curr_slot); < Getting status and size of current block
if(!'current_busy && (current_size >= rounded)) { —
} return allocate_at(&HEAP_START [val_index), rounded); Found a big enough free block! Let’s return it
else {
val_index += (current_size / SLOT_SIZE) + 1; @——u—__ Block was busy or too small, continue
, continue; searching

}
return NULL;
}



Working through an example'

voxd* malloc(sxze t requested_ sxze) { h
o e = 0 Males Sure WEAP. START ey o volid Neap addrest

size_t rounded = round_size(requested_size); - Mmae Sure we weork ia Q’H*t W\{IOOAS
while(val_index < HEAP_SLOTS) {

uint64_t curr_slot = HEAP_START [val_index]; Curl. s\o), . s lo§ 3Q\"“\
int current_size = block_size(curr_slot); Correak-sive. 24U o 3'6\;{;\
int current_busy = block_busy(curr_slot); c Acue o e
if('current_busy && (current_size >= rounded)) { U(‘fc«\-_\.uy, e

return allocate_at(&HEAP_START [val_index), rounded);

c}:lse( Ly called o~ 37 { Xecafion (V“\—;"A“: \Q\
val_index += (current_size / SLOT_SIZE) + 1; += 4 += |4
continue;

} . . )

} int main() {
return NULL; intx a = malloc(20);
} intx b = malloc(100);
Lintx c = malloc(20);]
free(v);
intx d = malloc(15);

b




allocate_at



Whatis allocate_at?

e Weuse allocate_at in our malloc implementation
e The purpose of the function is to change a free block into an allocated block
e To do this, allocate_at will change the header of the free block to make it

allocated
o Putting in the size of the allocated block and marking it as busy

e \We could have just put this into malloc, but it's best practice to separate this
functionality to make our code more readable and use good abstraction



Let’s look at how we called allocate_at

void* malloc(size_t requested_size) {

init_heap(); What is the first argument we
int val_index = 0;

ize t ded = d_size( ted_size); I
et Tound = S e gt i passed into allocate_at?

uint64_t curr_slot = HEAP_START [val_index];

int current_size = block_size(curr_slot); ' :
int czrrent_buzy = block_buiy(cﬂrr_slot); ® &HEAP—START [ va l_lndeX]
if(!current_busy && (current_size >= rounded)) { . .
return allocate_at(&HEAP_START [val_index], rounded); e Thisis a pOlnter to the header
} . : " -
else { _ of a free block that is big
val_}ndex += (current_ size / SLOT SIZE) +°'1; - '
g SIS | enough to hold the rounded
} .
return NULL; . : Slze




Let's look at allocate_at

Try to figure out the purpose of each line here

voidx allocate_at(uint64_tx start, size t size) {

size_t current_size =-block size(start([0]);

if(current_size > size) {
-uint64_t remaining = current_size -.size - SLOT.SIZE;
int next_block _index = (size / SLOT_SIZE) + 1;
start[next_block_index] .= remaining; //.even, free

s

start[0] = size |.1; // busy

return &start[1];




Our allocate_at function

Assumes: start is address of the header of a

void* allocate_at(uint64_tx start, size_t siz

e//
size_t current_size =-block_size(start[0]); 4= :

free block of at least size bytes

Finds size of free block passed in

If our free block is too big for what we need

if(current_size > size) {
-uint64_t remaining = current_size -.size - SLOT.SIZE;
int next_block_index = (size / SLOT_SIZE) + 1;
.start[next_block_index] .= remaining; //.even, free ‘

Put a new block header for the new free
— block

}
start[0] = size |.1; // busy @—
return &start[1];

}

Put the new size + 1 (busy bit)

\ Return a pointer to the start of the payload

Note that it is &start[1]
&start[0] would be the start of the
header



Questions &)

Are you always guaranteed to know the size of the heap?

o In Joe’s lecture malloc™, yes!
Why can’t you move payloads around so that there will always be one free
block in order to optimize space?

o The “user” that called malloc was returned a specific address, and therefore will write data to

that address. If you move blocks around, the “user” will still write to the same address, even
though you moved their payload to somewhere else.

What happens if you malloc(20) and then write in bytes 21, 22, 23 (the
padding)?
o  Nothing will happen, our implementation does not know when memory is written to

What if a header is overwritten?
o  Our implementation would no longer work, and things would go horribly wrong :(

Why do you prefer to work with indices?
o Pointer arithmetic hasn’t been introduced yet!



Implementing free



Try implementing our free function!

This will be about 2 lines long

void free(voidx ptr) {
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We get a ptr but we want the header, so we need to go backwards (index by -1)

Ex: freeing b, the address passed is 40, but the header is at 32

void free(void* ptr) { We subtract by 1, because the
uint64 t* p = (uint64 t*) ptr; least significant bit shows whether
p[-1] -= 1; the block is free (0) or busy (1)

}

We don’t handle coalescing in this free method (it's very important), so think
about how you’ll handle coalescing in your PA.



Questions

e \Why aren’t payloads zeroed out when you free?
o  When you free, payloads aren’t zeroed out
o This is true for Joe’s lecture malloc™, the PA, and production code.
o This is great for performance, but could have security ramifications
m What if a password is stored in the payload?



#define HEAP_SIZE 4096
#define SLOT_SIZE 8

) #define HEAP_SLOTS HEAP_SIZE/SLOT_SIZE
O e S Ote S a | I I uint64_tx HEAP_START = NULL;
void init_heap() { ... } // set up HEAP_START
size_t block_size(uint64_t s) { return s & (~1); }

int block_busy(uint64_t s) { return s & 1; }
size_t round_size(size_t size) { return'(size +'7) & ~7; }
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free(b);

intx d = malloc(15);
}
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#define HEAP_SIZE 4096
#define SLOT_SIZE 8
#define HEAP_SLOTS HEAP_SIZE/SLOT_SIZE

uint64_tx HEAP_START = NULL;
void init_heap() { ... } // set up HEAP_START

size_t block_size(uint64_t s) { return s & (~1); }
int block_busy(uint64_t s) { return s & 1; }
size_t round_size(size_t size) { return'(size +'7) & ~7; }
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int main() { }
intx a = malloc(20);

intx b = malloc(100);

intx ¢ = malloc(20);

intx d = malloc(15);
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